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Cloud Operations Manager
Information Technology: Infrastructure and Operations
	Overview

	Role Purpose
	Leading an internal team and providing oversight for an external team which is responsible for the implementation, security and operation of the NHG Cloud infrastructure platforms.

	Responsible for
	· leading and managing of a team consisting of Cloud Analysts, DBA 
· Defining, planning and delivering the strategic infrastructure platform in line with the infrastructure roadmap

· Managing suppliers effectively, forming partnerships and ensuring they adhere to the agreed SLAs and performance metrics and developing SLAs to deliver improved and leading levels of value and performance
· Ensuring that the cloud platform is managed effectively defining and operating best practice processes to run and operate the cloud platform providing a performant and secure platform

· Ensure that governing policies and cost management are applied to the cloud platform 
· Providing strong proactive leadership and management for a diverse team, including recruitment, training and development, disciplinary matters and appraisals
· Ensuring effective allocation and use of staff 
· Empowering staff to take ownership, giving them guidance and direction as needed and delegating actively to achieve results through the team

	Reports to
	Head of IT Infrastructure

	Line management
	Line management of a team

	Date
	June 2021


	Role relationships

	Internal
	All business stakeholders, management of an internal team 

	External
	Oversight of Novosco and ONI as managed service providers


	Role accountabilities

	Infrastructure Strategy
· Ensuring that all stakeholders support the strategic management approach and timetables. 
· Collating information and creating and acting on reports and insights to support and deliver strategy.
IT Security
· Obtaining and acting on vulnerability information and facilitates security risk assessments, business impact analysis and accreditation on complex infrastructure systems. 
· Leading in Investigating major breaches of security and recommending appropriate control improvements. Contributing to development of information security policy, standards and guidelines.
IT Infrastructure Management
· Identifies and manages resources needed for the planning, development and delivery of specified information and communications systems services
· Engages with and influences senior level stakeholders and project teams through change management processes, ensuring that the infrastructure is managed to provide agreed levels of service and data integrity. . 

· Plans and manages implementation of processes and procedures, tools and techniques for monitoring and managing the performance of automated systems and services. 
· Aligns the contribution of systems and services to business and financial goals and performance targets. 
· Monitors performance and takes corrective action where necessary and in line with policies. Develops new methods and organisational capabilities (including automation) for the management of systems and services.
Infrastructure Innovation
· Manages the innovation pipeline and executes innovation processes related to Infrastructure. 
· Develops, evolves and adapts innovation tools, processes and infrastructures to drive the process of innovation. 
Infrastructure Architecture

· Working with stakeholders e.g. IT Senior Management Team, leads the creation and review of an infrastructure capability strategy that meets the strategic requirements of the business. 

· Captures and prioritises market and environmental trends, business strategies and objectives, and identifies the business benefits of alternative strategies. 

Emerging Technology Management
· Monitors the external environment to gather intelligence on emerging technologies. 
· Creates reports and technology roadmaps and shares knowledge and insights with others.
Continuity Management
· Implements and contributes to the development of a continuity management plan. 
· Coordinates the assessment of risks to the availability, integrity and confidentiality of infrastructure that support critical business processes.
Network Planning
· Creates and maintains overall network plans to support the organisation's business strategy, agrees service level agreements with customers and plans all aspects of the infrastructure necessary to ensure provision of network services to meet such agreements.
Project Management
· Defines, documents and carries out small projects or sub-projects (typically less than six months, with limited budget, limited interdependency with other projects, and no significant strategic impact), alone or with a small team, actively participating in all phases. 
· Identifies, assesses and manages risks to the success of the project.
· Plans and manages a programme of which will be undertaken by the team over a period of 12 months 
Availability Management
· Ensures that services and components meet and continue to meet all their agreed performance targets and service levels. 

· Implements arrangements for disaster recovery and documents recovery procedures. Conducts testing of recovery procedures.

Service Level Management
· Ensures that infrastructure meets agreed service levels. . 
· In consultation with the Service Delivery Manager negotiates service level requirements and agrees service levels. 
Change Management
· Develops implementation plans for complex requests for change. 
· Evaluates risks to the integrity of service environment inherent in proposed implementations (including availability, performance, security and compliance of the business services impacted). 
Capacity Management

· Monitors service component capacity and initiates actions to resolve any shortfalls according to agreed procedures. 
· Applies techniques to control the demand upon a resource or service.
Security Administration
· Manages security administration processes and checks that all requests for support are dealt with according to agreed procedures. 
· Provides guidance in defining access rights and privileges. 
· Investigates security breaches in accordance with established procedures and recommends required actions and supports / follows up to ensure these are implemented.
Penetration Testing
· Coordinates and manages planning of penetration tests, within a defined area of business activity. 
· Delivers objective insights into the existence of vulnerabilities, the effectiveness of defences and mitigating controls - both those already in place and those planned for future implementation. 
Problem Management

· Initiates and manages actions to investigate and resolve problems in systems, processes and services. 
· Determines problem fixes/remedies. 
· Assists with the implementation of agreed remedies and preventative measures.
Incident Management
· Ensures that incidents are handled according to agreed procedures.
· Manages escalated incidents to responsible service owners and seeks resolution. 
Performance Management

· Manages individuals and groups. Allocates responsibilities and/or packages of work, including supervisory responsibilities. 
· Delegates responsibilities as appropriate. Sets performance targets, and monitors progress against agreed quality and performance criteria. 
· Provides effective feedback, throughout the performance management cycle, to ensure optimum performance. 
Resourcing

· Develops plans to ensure that the organisation has appropriately skilled resources to meet organisational objectives and commitments. 

· Manages the effective implementation of resource planning, recruitment, selection, assessment, on-boarding and transitioning of resources. .

Contract Management
· Oversees and measures the fulfilment of contractual obligations. 
· Uses key performance indicators (KPIs) to monitor and challenge performance and identify opportunities for continuous improvement. 
Supplier Management

· Manages suppliers to meet key performance indicators and agreed targets. 

· Manages implementation of supplier service improvement actions. 
Knowledge Management

· Provides advice, guidance, and support to help people to adopt and embed best-practice approaches to information and knowledge management into all areas of their work. 

· Evaluates and selects appropriate knowledge management methods and tools in line with agreed policies and standards. Promotes collaborative technologies, processes and behaviours to facilitate sharing of ideas and work-knowledge among internal teams and external partners. 


	The tasks and responsibilities outlined above are not exhaustive, the post holder may undertake other duties as is reasonably required.


How do you meet the role requirements?
To do the job well, we have outlined the key behaviours we’ll expect of you, and the knowledge, experience and skills you need to do the job. You’ll be assessed on these criteria at various stages throughout the selection process. 

	Role behaviours

	Customer focus
	· Commit to providing the best service to customers, set realistic expectations, keep your promises, and act with integrity always.
· Commercial awareness / VFM in everything people do

	Accountability and delivery
	· Be accountable for the accuracy and completeness of your work, remaining calm under pressure, making informed and reasonable decisions.

	Service improvement 
	· Approach your work with rigour, challenging yourself to identify opportunities for service improvement, working in partnership with others to make NHG better for customers and colleagues.

	Communication and inclusion
	· Communicate clearly and openly, including all and celebrating differences, listening and responding positively to others.


	Management 
	· Lead by example and with empathy, ensuring your team deliver on their promises; getting the best from your staff by offering them appropriate support, guidance, and development.

	As NHG develops a new competency framework, behaviours for individual roles will be aligned as appropriate.


	Essential knowledge, experience and skills

	Professional expertise
(know how & experience)

	·  Able to demonstrate previous experience successfully delivering in a customer focussed business, securing value for money and high levels of customer satisfaction

· Experience in the implementation of complex IT Software systems in a complex environment
· Excellent customer service experience, incl. compliment and complaint handling.


	Skills
	· Previous Infrastructure Management experience in a complex and diverse environment including cloud environments
· Excellent stakeholder management skills, with experience of working with finance, customer service and other corporate functions

· Strong leadership skills

· ITIL Foundation as a minimum
· Excellent communication both written & verbal with experience of influencing senior leaders and stakeholders on technical matters
· Excellent time management & organisational skills

· Excellent decision making using a range of tools and techniques to ensure that options are clearly stated and justification for decisions made can be clearly seen.
· Good knowledge in the following areas:
· Experience of Managing teams Public cloud infrastructure platforms such as Microsoft Azure specifically using tools and services such as:

· Azure Backup and Site Recovery

· Azure Monitor

· Azure Arc

· Azure Bastion 

· Azure Active Directory

· Azure Sentinel

· Azure Policy
· Storage Systems

· Network protocols including the configuration of network routers and switches

· Network and Systems Security

· Microsoft Active Directory 2008/2012, SQL 2016 and Microsoft Office 365
· Microsoft System Centre Suite (SCCM, SCOM, SCSM)
· Web Application Management, Firewall Management and Security
· VoIP Technology and preferable knowledge in Telephony solutions (Mitel)
· Windows PC, mobile phones, tablets and Server operating systems

· Good understanding of operations and business priorities



	Qualifications and/or professional membership
	· Solid IT technical background & educated to degree level

· Must have ITIL Foundation as a minimum but should have higher level ITIL qualification

· Should have have Azure certifications 


	Role requirements

	DBS
	· None

	Data and information processing
	· Information/Data User (all staff)

	Data protection role
	· Information Asset Administrator


Role Profile

