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Job Profile Description
Job Title: ICT Systems Manager
Grade: SO1 
Reports to: Trust Strategic Network Manager
 
Job Purpose and Context:-
The ICT Systems Manager is responsible for the effective and efficient day-to-day functioning of the school’s ICT systems, to enable staff and students to raise standards, ICT planning and development and line management of the ICT technicians.
 _____________________________________________________________________________________
Roles and Responsibilities
1.    To manage the first line ICT help and support service, which includes:
	·         the response to queries and requests from staff and pupils

	·         repairs, upgrades and the rectification of faults in equipment

	·         addressing systems and applications failure and malfunctions.

	


2.    The Systems Manager will be responsible for organising and managing the protocols for prioritising and recording support and for ensuring the analysis and evaluation of data from the support service and for planning necessary action.
3.    To use personal skills, knowledge and experience for advanced diagnostics, problem resolution and repairs and upgrades and for referring issues to external suppliers
4.    To manage relationships with suppliers and service providers and monitor contracts and service level agreements
5.    To be responsible for and manage all the school ICT networks and systems, ensuring that service continuity and quality meet the needs of the school. (This responsibility includes system design and planning where relevant)
6.    To be responsible for developing and maintaining up-to-date an ICT disaster recovery and contingency plan agreed with the management of the school
7.    To be responsible for the ICT assets of the school, their purchase and disposal, security, maintenance and safe operation
8.    To manage the installation, set up, configuration, testing and recording of ICT equipment, systems and software.
9.    To be primarily responsible in the school for developing, monitoring and reviewing best practice health and safety procedures in the use and operation of ICT
10. To participate in the cycle, processes and procedures for school service planning, monitoring and review
11. To manage the ICT budget and any other relevant budgets delegated to the postholder in accordance with the financial regulations and procedures of the school
12. To act as ICT adviser to the management of the school, assisting planning and development, supporting school accountability and leading responses to technical and policy change (which are within the remit of the postholder)
13. To manage, organise and implement school ICT development projects
 
Networks
1.    To oversee the day-today management of the Windows Server 2012-2016, virtualisation (Vsphere) network, MAC Systems and peripherals to ensure that they are operating effectively to support teaching and learning, school management and administration. The network currently comprises 13 servers and 350 client stations serving approximately 900 users.
2.    To manage, control and troubleshoot Windows server applications.
3.    To manage Active Directory administration for Admin and RM CC4 networks.
4.    To create and delete users, reset passwords as required and manage the allocation of user space.
5.    To manage and control the school’s Google Apps Domain. Including setting User and Device policies, security and app administration.
6.    To manage the school’s wireless network. Including monitoring and maintaining security and infrastructure.
7.    To carry out routine network management tasks including daily backups, antivirus checks and other housekeeping tasks.
8.    To manage the maintenance, repair and extension of network cabling as required.
9.    To manage switches, routers and firewall filtering.
10. To manage the first, second and third line support for networks, hardware and software.
11. To manage the installation, configuration and maintenance of cloud services and broadband connectivity.
12. To manage and develop the school’s internal systems, including IT Communications, Access Control, CCTV and SIMS.
13. To develop network design, configuration, management and provide technical advice to the SLT.
14. To carry out periodic audits.
15. To make recommendations to the SLT about ICT developments and advise on purchasing hardware and software.
16. To ensure server storage is used effectively and backups are maintained.
17. To activate the school’s ICT disaster recovery & contingency plan as required.
 
2. Hardware
1.    To ensure that accurate inventories of all the school’s ICT assets, including hardware and software, are maintained and kept up-to-date.
2.    To set up, test and install new computers in new locations on the network.
3.    To set up, test and configure Chromebook and tablet devices.
4.    To ensure that the school’s printers and photocopiers are maintained and working effectively.
5.    To liaise with suppliers & service providers regarding hardware and software problems and to maintain records/logs as appropriate.
 
3. Software
1.    To give advice and support in maintaining Microsoft Office suite and Adobe CS5 to staff and students.
2.    To maintain application software on the network. Including package creation and deployment.
3.    To manage the deployment of Google Apps to devices registered in the schools Google App domain.
4.    To maintain effective network security, including regular virus detection and updates.
5.    To ensure that the school meets it’s legal licensing obligations and that appropriate records are maintained as required.
6.    To oversee the management of troubleshooting computers and server systems.
 
4. Line Management of ICT Technicians
1.    To manage, supervise the work of the ICT Technician and the Senior Technician on a day-to-day basis, organise and manage their induction, on-the-job training, and personal professional development
2.    To manage his/her induction and on-the-job training and provide him/her with advice and support as required.
 
5. General
1.    To complete school based induction and undertake staff training related to the school’s ICT systems, hardware and software to improve performance, as required.
2.    To oversee the provision of specialist technical advice and support to staff and to provide training as required.
3.    To provide updates and reports to the SLT about ICT developments as required.
4.    To take appropriate action to identify, evaluate, minimise and manage any risks to health, safety and security in the immediate working environment.
5.    To participate in the school’s appraisal system.
6.    To provide general maintenance of ICT resources.
7.    To use personal ICT skills to support the administrative requirements of the post.
8.    To work in accordance with the values, culture, ethos, equalities and inclusion policies of the school proactively promoting anti-racist, anti-sexist and anti-discriminatory behaviours in the day-to-day operation of the job.
 
Notes:
The school expects its staff to work flexibly within the framework of the duties and responsibilities specified above. This means that the post holder may be expected to carry out work that is not specified in the job description but which is within the remit of the duties and responsibilities.
 
This job description will be subject to review with the post holder after one year and may then be reviewed from time to time.
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 





 
 
ICT Systems Manager - Person Specification
 
	Skills and Abilities
	Essential
	Desirable
	Assessed by

	Ability to organise one’s own work, to prioritise tasks and keep to deadlines
	√
	 
	Application & interview

	Ability to manage the work and outcomes of other people
	√
	 
	Application & interview

	Ability to be flexible and respond effectively to the
‘unexpected’
	√
	 
	Application & interview

	Ability to communicate and interact effectively with adults and children and young people
	√
	 
	Application & interview

	Ability to write effectively for a variety of different audiences
	√
	 
	Application & interview

	The ability to manage budgets within the financial regulations of the school
	√
	 
	Application & interview

	The ability to assess and plan for training needs in a rapidly changing environment
	√
	 
	Application & interview

	The ability to plan and implement disaster recovery policy and procedures and maintain continuity of a quality service
	√
	 
	Application & interview
 

	Knowledge
	 
	 
	 

	A detailed and in-depth understanding of ICT specific health, safety and security issues in schools
	√
	 
	Interview

	Know-how to monitor and review the school’s statutory ICT related responsibilities
	√
	 
	Application & interview

	A detailed and in-depth understanding of the application of ICT to teaching and learning and the management of the school
	√
	 
	Application & interview

	An understanding of procurement and contracts monitoring in schools
	 
	√
	Application & interview

	Qualifications and Experience
	 
	 
	 

	Certification to support expert user status in ICT and its applications
	√
	 
	Application

	GCSE at level A – C in English and mathematics or
equivalent
	√
	 
	Application

	Between five and ten years of experience in an ICT support  or technician function
	√
	 
	Application

	Evidence of willingness and motivation to develop own skills and abilities through continuing professional development
	√
	 
	Application & interview
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